For the Members of the Public Health Committee
Testimony in support of Raised SB 130, February 24, 2016

Susan Israel, MD

| would like to thank the members of the Public Health Committee for raising SB 130 which would
enable patients to keep their health care services from inclusion in the All-Payer Claims Database. This
would ensure that the APCD is accountable directly to consumers for them to consider its risk/benefit
ratio and for them to be full participants in their healthcare decisions.

Rhode Island allows patients to opt-out of its APCD and does not take names and complete addresses.
Connecticut takes both, along with Social Security numbers and family information. At the least, the
claims should not be fully identified to the computer systems of the company managing the data, as
they include every diagnosis we have had, the name of every physician we’ve seen, and every test,
procedure and drug taken, with the dates. (1)

The data which will be released to researchers and state agencies will be de-identified, but it will still be
possible to re-identify it. There is a .22% (2) rate for the data going to outside researchers which could
amount to over 7000 people in CT. For the data going to Access Health Analytics, the rate is 87% (3) as it
could be merged with the identified enrollment data and voter registration lists. The Dept. of Public
Health could merge it with the identified hospital discharge summaries, the Tumor Registry or with its
infectious disease, STI’s or newborn DNA data bases. (Please see detailed explanations of the
percentages later.)

In order to use the APCD for research and to merge it with the electronic medical record, a master
patient index number may be assigned to each CT citizen. But that number may be re-identifiable over
time as it would be possible to recognize people from all that medical and demographic information
collected about them in one place. (4)

Other concerns are that researchers can re-disclose the data to third parties, making it more susceptible
to hackers and that the APCD will accept only a signature as the proof that the data have been
destroyed after use. The APCD carries cyber liability insurance to protect from breaches such as those
recently to Anthem, Excellus BCBS, and hospitals in California and from the 40% (5) of leaks caused by
employee error.

Since the price transparency provided by the APCD could be achieved by requiring providers to post
their prices directly to consumers, the APCD ought to address the ongoing privacy concerns and allow
patients to control who sees their medical data.

The following are further details and explanations to the oral testimony above.



| would like to add that the 2nd Court of Appeals, in their comments on the Patriot Act, questioned
whether it was a violation of the 4™ Amendment for the government to take metadata, including
medical records, without consent.

The medical insurance claims data of the APCD inherently have many inaccuracies which is a problem
for using it for research. One way this occurs is that to order testing various diagnoses are used that may
not precisely reflect the patient’s actual problem. This is one of the reasons there is thought to merge
the APCD with the entire medical record. But this would create more problems for privacy as it will be
difficult to keep a Master Patient Index number anonymous when it is paired with so much medical and
demographic information.

The data given to the researchers will be fully HIPAA compliant “de-identified” data (18 identifiers
removed). However, Health and Human Services has shown that even so, with the demographics of
only the year of birth, three-digit ZIP for populations greater than 20,000, marital status, ethnicity, and
gender, the data would have a 0.22% (2) rate of patient re-identification, that is 2,200 people per million
or about 7700 people in CT. Research has shown a .04% (6) rate of re-identification just using the year of
birth, 3-Digit ZIP code and gender. Both of these rates would be much higher if the accompanying
medical histories were merged along with those demographics.

The Limited Data Sets, with only 16 of the 18 identifiers removed, that will be given to Access Health
Analytics employees, will include additionally the full date of birth and the full ZIP code (along with the
gender) which increase the likelihood of its re-identification rate to 87% (3). This could be done by
merging it with other data bases such as that of voter registration lists and their own identified
enrollment data.

| would like to stress that it is of concern that the DPH has so much identified medical information on CT
citizens which it could merge with the APCD to re-identify it. Additionally, the identified Controlled
Substance Registry data is available to the DPH, law enforcement and providers. So if a psychiatrist
prescribes an anti-anxiety medication (benzodiazepine), it will be listed there and thus remove
behavioral health privacy from the patient. It seems likely that behavioral health/HIV/substance abuse
information will also be sent to the APCD without patient consent.

Public figures with name recognition and their families particularly will have to worry that their medical
information is not leaked or hacked from all of the many state data bases or that it is ever used to
pressure them.

Thank you again for your consideration of all these reasons.
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